Abstract-User authentication is one of the fundamental procedures to ensure secure communications and share system resources over an insecure public network channel. Thus, a simple and efficient authentication mechanism is required for securing the network system in the real environment. In general, the password-based authentication mechanism provides the basic capability to prevent unauthorized access. Especially, the purpose of the one-time password is to make it more difficult to gain unauthorized access to restricted resources. Instead of using the password file as conventional authentication systems, many researchers have devoted to implement various one-time password schemes using smart cards, time-synchronized token or short message service in order to reduce the risk of tampering and maintenance cost. However, these schemes are impractical because of the far from ubiquitous hardware devices or the infrastructure requirements. To remedy these weaknesses, the attraction of the QR-code technique can be introduced into our one-time password authentication protocol. Not the same as before, the proposed scheme based on QR code not only eliminates the usage of the password verification table, but also is a cost effective solution since most internet users already have mobile phones. For this reason, instead of carrying around a separate hardware token for each security domain, the superiority of handiness benefit from the mobile phone makes our approach more practical and convenient.
I. INTRODUCTION
With the rapid development of computer network technologies, more and more computers connect together to exchange great information and share system resources. Security is then an important issue for computer networks. To prevent the information from being accessed by illegitimate or unauthorized users, remote authentication of users is certainly one of the most important services.
User authentication is the essential security mechanism to establish the trust relationship under open network environments. Password-based authentication scheme is the most common method to check the validity of the login message and authenticate the user. One-time password is a password that is only valid for a single login session or transaction. The one-time password avoids various shortcomings associated with traditional static password, such as replay attack, dictionary attack, and phishing attack. This means that, if a potential intruder manages to record a one-time password that was already used to log into a service or to conduct a transaction; he will not be able to abuse it since it will be no longer valid. Therefore, the purpose of the one-time password is to make it more difficult to gain unauthorized access to restricted resources.
On the hand, one-time password schemes cannot be memorized by human beings. For this reason, they require additional technology in order to work. Basically one-time password schemes can be classified into the following four categories:
A.
Based on the mathematical algorithm In 1981, Lamport [8] first proposed the one-time password authentication scheme by using the one-way hash chain. However, if an indefinite series of passwords is wanted, a new seed value need to be chosen after the set of old hash chain is exhausted. Especially, maintaining a password file to verify the user's authentication request also increases the risk of tampering and maintenance cost. [18] have proposed various user authentication schemes using smart card to improve the security, the cost or the efficiency.
B.
Based on the smart card Due to the tamper-resistance and convenience in managing a password file, smart cards have been widely adopted in many remote authentication schemes [1] obstacle has restricted the application of smart card based authentication schemes.
C. Based on the time-sychronized token
The time-synchronized one-time passwords are usually related to physical hardware tokens. Inside the token is an accurate clock that has been synchronized with the clock on the authentication server. Recently, it has become possible to take the electronic components associated with regular key fob one-time password tokens such as those from InCard [6], RSA [15] , SafeNet [9] , and Vasco [17] . However, for the same reason as the smart card based schemes, these approaches are also inconvenient because of the cost of one-time password hardware and the infrastructure requirements.
D. Based on the Short Message Service (SMS)
Since SMS is a ubiquitous communication channel and being available in all handsets. However, SMS is a best effort delivery, which means that the phone company will try to deliver it, but they will not guarantee it will get there, or if it does how long it will take. It should be noted that one-time passwords should have a time to live as a security feature. Moreover, the SMS based scheme till incurs extra charges. Thus, it is impractical and is not necessarily a low total cost solution. These above-mentioned obstacles have obviously restricted the practicability of the one-time password authentication schemes. Therefore, it is very interest to devise a solution which can overcome these drawbacks.
Due to the rapid advances in mobile communication technologies, QR-code [7] in the embedded camera devices has been used as new input interfaces. The mobile phones with embedded camera can capture the QR-codes and decode them with software running on the phone [2] . Meanwhile, there are many advantages to use the QR-code in mobile phones such as omni-direction readability and error correction capability. For this reason, mobile phones adopt the QR-code to support many services nowadays such as booking tickets, paying a fee and URL reading [10] [13] [19] .
So an interesting approach proposed in this paper is adopting the widely used QR-code technique to support the one-time password system, since the QR-code applications with mobile phones can derive the benefits inherited from QR-code, such as the large capacity, the small printout size, the high speed scan, the damage resistance and the data robustness. Besides, various properties, such as mobility and handiness, benefit from the mobile device make our approach more practical. Thus, our approach could be more convenient since the users would not need to carry around a separate hardware token for each security domain to which they require access.
This paper is organized as follows. Section II gives the basic concept of the QR-code. In Section III, the proposed QR-code based one-time password authentication scheme is given. In Section IV, the feasibility evaluation and security analysis are discussed. Finally, this paper concludes in Section V.
II. BASIC CONCEPT OF THE QR-CODE
The QR-code [7] is a two-dimensional barcode introduced by the Japanese company Denso-Wave in 1994. It contains information in both vertical and horizontal directions, whereas a classical barcode has only one direction of data. Compared to classical barcode, a QR-code can hold a considerably greater volume of information: 7,089 characters for numeric only, 4,296 characters for alphanumeric data, 2,953 bytes of binary (8 bits). The "QR" is derived from "Quick Response", as the creator intended the code to allow its contents to be decoded at high speed. In addition, QR-Code also has error correction capability. Data can be restored even when substantial parts of the code are distorted or damaged.
Many cellular phones with embedded camera nowadays are natively equipped with the QR-code decoding software. With the aid of the equipment, it's simply for a human to manually decode QR-codes and then displays, manipulates, or stores the information on their mobile devices. Figure 1 and Figure 2 illustrate the QR-code encoding and decoding diagrams respectively. QR-codes are part of daily life in Japan, Korea, Taiwan, Hong Kong, and China. Moreover, depending on the type of data recognized and the nature of the application, alternative actions can follow the decoding stage: a phone number can be automatically dialed, a short text message can be sent, a web page corresponding to the decoded URL can be displayed in a mobile browser, or a definite application can be executed. Thus, due to QR-codes now appear in magazines, advertisements, product wrappings, T-shirts, passports, business cards and on subway billboards in Japan, most current Japanese mobile phones can read this code with their camera.
However, at a consumer market level, QR-codes are virtually unknown outsides of Asia. [14] Fortunately, for camera phones that are not equipped with QR-code readers, QuickMark [12] and I-nigma [5] both provide free tools that are available for many manufactured models and devices to decode QR-Codes simply.
III. PROPOSED SCHEME The major concern of our scheme is to make use of the deployed widespread QR-code techniques in order to eliminate the drawbacks of the prior one-time password schemes. The convenient integration of the web-based application and the mobile devices' usage makes our scheme more practical.
The proposed scheme involves two parties: a service provider (SP for short) and remote users. Each authorized user can request service from SP with the granted access rights. In addition, each user hold a mobile phone with embedded camera, therefore he can take a picture of the QR-code image and then decode it. Our scheme is divided into two phases: Registration and Verification phases. The notation in TABLE I is employed throughout this paper. 
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Registration Phase Without loss of generality, assume that a User A with an embedded camera mobile device wants to join the system. Then, SP and User A carry out the following registration procedures. Besides, the steps for Registration phase are shown in Figure 3 .
User A sends his identity ID A to SP. SP computes
and sends x A to User A's mobile device via a secure channel. User A's mobile device stores x A as the long-term secret key.
Verification Phase
The verification phase is shown as follows. Besides, the steps for verification phase are also shown in Figure 4 .
User A sends ID A and T 1 to SP, where T 1 is the time stamp attached by the User A.
SP examines whether the time stamp T 1 is correct. If it is invalid, then rejects it. Otherwise, he chooses a random number r, computes
and then sends E QR (α), h(r, T 1 , T 2 ), and T 2 to User A, where T 2 is the time stamp attached by the SP. User A examines whether the time stamp T 2 is correct. If it is invalid, then rejects it. Otherwise, he derives r by computing
with his embedded camera devices. After that, User A examines whether h(r, T 1 , T 2 ) is correct. If holds, then User A sends h(r, T 2 , T 3 ) and T 3 to SP. SP examines whether the time stamp T 3 is correct. If it is invalid, then rejects it. Otherwise, he checks whether h(r, T 2 , T 3 ) is correct. If holds, then SP is convinced that User A is validated. Otherwise, the request is rejected.
IV. DISSCUSSIONS
In the proposed QR-code based remote authentication model, instead of adopting the traditional smart card in our scheme, the user's mobile phone takes the responsibility for capturing the QR-code image and decoding them. For this reason, the feasibility evaluation of the operations in the mobile phone is especially discussed in this section. Also, some possible attacks against the proposed scheme are taken into account.
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Feasibility Evaluation According to equation (3), it can be observed that the embedded camera mobile device only need to carry out a QR-code decoding operation and a logical operation, exclusive OR. Thus, it is obviously to see that the overall computational load is acceptable.
On the other hand, from the view point of the user's computer, instead of using an extra random number generator, the time stamps T 1 and T 3 are applied to strengthen the security of the one-time password r. Without the random number generator loading, it is consequently more efficient and suitable for the remote user.
In addition, from the view point of the service provider, no extra cost is necessary to create and maintain the password table for storing each user's long-term secret key. Accordingly, without maintaining a password file to verify the user's authentication request can decrease the risk of tampering and maintenance cost successfully.
Therefore, according to the foregoing discussions, it can be seen that the proposed authentication protocol based on QR-code is efficient and practical.
Security analyses
Security risk of the user's mobile phone Since the mobile phone has the user's long-term secret key, therefore, it needs to be well-protected. Fortunately, the mobile phones with embedded camera in our scheme only capture the QR-code and decode them with software running on the phone. Accordingly, the mobile device isn't directly exposed to other malicious users. Thus, under this reasonable assumption, the risks generated by the mobile phone will be significantly reduced.
Security risk of the SP It is infeasible for an attacker to derive SP's secret values s according equation (1) , because that the one-way hash function is unreversable.
On the other hand, the attack of impersonating CA will also fail, because he still cannot derive x A without the knowledge of s.
Security risk of the remote user According to equation (2) and (3), it can be observed that it is infeasible to obtain the valid user's long-term secret key x A without the knowledge of the corresponding random number r.
On the other hand, if an adversary intercepts the information being transmitted over the public channel, it is still infeasible to derive r from h(r, T 1 , T 2 ) and h(r, T 2 , T 3 ), because that the one-way hash function is unreversable.
Man-in-the-middle attack and replay attack Suppose that the intruder replays a legal request with time stamp T 3 intercepted from the public channel and the SP receives the access request message at the time T 3 '. Since that T 3 '-T 3 is not less than the legal time interval, the service provider will reject it.
In addition, r is a random number chosen by SP from time to time. Thus, both the man-in-the-middle attack and the replay attack will fail.
V. CONCLUSION
In the humanistic society today, the design for daily product or various systems must be designed under the consideration of human habits and convenience as well as daily product. The motivation of this paper is the first to propose a QR-code based one-time password authentication protocol, which not only eliminates the usage of the password verification table, but also is a cost effective solution since most internet users already have mobile phones. From the user's vision, our approach could be more convenient, because the burden of carrying a separate hardware token or extra charges from the Short Message Service can be removed. Thus, the contribution is therefore obviously.
